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● Bash = Bourne-again shell
● most common shell amongst UNIX(-like) systems (eg. GNU, Linux…)
● user interface to the kernel (which manages the computer hardware) 

where user can send commands

● use tab to autocomplete commands for commodity
● default prompt: [<username>@<node><dir>]$ <command>

What is Bash?

https://askubuntu.com/questions/506510/what-is-the-differe
nce-between-terminal-console-shell-and-command-line 

running a 
command in bash

https://askubuntu.com/questions/506510/what-is-the-difference-between-terminal-console-shell-and-command-line
https://askubuntu.com/questions/506510/what-is-the-difference-between-terminal-console-shell-and-command-line
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● ssh = secure shell, used to log in safely to infrastructure
● only accessible on E4 infrastructure: neptun (checkout IT onboarding session),

then proxy jump to another workstation (put this in ssh config!)

● X11 forwarding to use GUI (Graphical User Interface)
applications

X11-Forwa

Reminder: SSH

https://confluence.tu-dortmund.de/pages/viewpage.action?pageId=212337201

logging into a 
workstation via ssh

ssh 
config
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● current directory: ./
● above directory: ../
● home directory: ~/
● previous directory:-/
● list directory contents: ls <options> <dir>

○ -l (list): show as basic list
○ -a (all): show all, including hidden files
○ -h (human-readable): shows size of files
○ Output:

■ filetype+rwx(owner, group, world) (r: read, w: write, x: execute)
■ number of files
■ owner, group, size

(not reliable for directories! Use du -sh instead)
■ time of last change

● navigate between directories: cd <path>
● show current path: pwd
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Bash commands 1: Navigation
Bash Cheat Sheet:
https://github.com/Rehan
Saeed/Bash-Cheat-Sheet 

https://github.com/RehanSaeed/Bash-Cheat-Sheet
https://github.com/RehanSaeed/Bash-Cheat-Sheet


D. Mattern (TU Dortmund) E4 + E5 Programming course 2025: bash

● create directory: mkdir <name>
○ -p (parent): creates parent directories if needed

● copy: cp <path> <target>
○ -r (recursive): needed eg. for directories

● move: mv <path> <target>
● create empty file: touch <name>

(does not overwrite already existing files!)
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Bash commands 2: Creating files/directories
Bash Cheat Sheet:
https://github.com/Rehan
Saeed/Bash-Cheat-Sheet 

creating directories 
and files

https://github.com/RehanSaeed/Bash-Cheat-Sheet
https://github.com/RehanSaeed/Bash-Cheat-Sheet


D. Mattern (TU Dortmund) E4 + E5 Programming course 2025: bash

● remove files, directories: rm <path>
○ -i (interactive)

Caution! Recovery of data not always possible! Use -i option to be sure!

○ -r (recursive)
Dangerous! Use for directories!

○ -f (force)
Very dangerous! Removes write-protected files immediately!
If a commands runs longer than you expect, take caution!

● remove empty directories: rmdir <directory>
○ Best practice: first remove files with rm,

then remove empty files with rmdir.
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Bash commands 3: Removing files/directories
Bash Cheat Sheet:
https://github.com/Rehan
Saeed/Bash-Cheat-Sheet 

Attention! ~ will overwrite everything before them, so don’t do
rm /home/greatjulia/packages/badfiles/~/*

https://github.com/RehanSaeed/Bash-Cheat-Sheet
https://github.com/RehanSaeed/Bash-Cheat-Sheet


D. Mattern (TU Dortmund) E4 + E5 Programming course 2025: bash

● useful to treat many similar named directories/files
○ * (any chain of characters)
○ ? (any singular character)

● examples:
○ rm *.pdf: removes all files of type PDF in current directory
○ cp Script*.py scripts/: moves all python files starting with Script into script 

directory
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Bash commands 4: Wildcards

listing files using 
wildcards

Advanced globbing options:
https://en.wikipedia.org/wiki/Gl
ob_(programming) 

https://en.wikipedia.org/wiki/Glob_(programming)
https://en.wikipedia.org/wiki/Glob_(programming)
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● nano: standard text editor in UNIX
○ can edit text as one is used to
○ Ctrl+S save current file
○ Ctrl+X close buffer, exit from nano

● vim: standard text editor in UNIX
○ different modes (normal/insert/visual/…)
○ esc enter normal mode

■ :q quit
■ :q! quit without saving
■ :w save

○ esc+i enter insert mode

8

Text line editors
Nano Cheat Sheet:
https://www.nano-editor.or
g/dist/latest/cheatsheet.ht
ml 

Vim Cheat Sheet:
https://www.cs.cmu.edu/~15131/f17
/topics/vim/vim-cheatsheet.pdf 

https://www.nano-editor.org/dist/latest/cheatsheet.html
https://www.nano-editor.org/dist/latest/cheatsheet.html
https://www.nano-editor.org/dist/latest/cheatsheet.html
https://www.cs.cmu.edu/~15131/f17/topics/vim/vim-cheatsheet.pdf
https://www.cs.cmu.edu/~15131/f17/topics/vim/vim-cheatsheet.pdf
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● copying files via ssh, requires working ssh config to be setup
○ rsync <file/directory> <username>@<hostname>:/path
○ works between local host and remote hosts or two remote hosts
○ you can not rsync from a remote machine onto your own laptop!

● alternatively use VS-code, mounts, …
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Bash commands 5: rsync
Bash Cheat Sheet:
https://github.com/Rehan
Saeed/Bash-Cheat-Sheet 

using rsync to copy a file onto 
another workstation

https://github.com/RehanSaeed/Bash-Cheat-Sheet
https://github.com/RehanSaeed/Bash-Cheat-Sheet


D. Mattern (TU Dortmund) E4 + E5 Programming course 2025: bash

● help <command>
○ key words and internal commands explained

● man <command>
○ manual

● info <command>
○ another documentation system like man

● <command> --help
○ another documentation system like man
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Bash command help
Bash Cheat Sheet:
https://github.com/Rehan
Saeed/Bash-Cheat-Sheet 

example usage of help and 
man to explain commands

https://github.com/RehanSaeed/Bash-Cheat-Sheet
https://github.com/RehanSaeed/Bash-Cheat-Sheet
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● Try out the following things freely
○ navigate directories, including home and ceph
○ inspect and create directories and files
○ copy and move directories and files
○ remove directories and files
○ try-out wildcards
○ use rsync to copy to/from laptop/workstation

Feel free to ask us anytime! 
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Exercise 1: First steps in the terminal
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● your first bash script: nano ~/.bashrc
● user profile for your bash settings
● executed automatically when an interactive shell is started
● useful to define aliases
● Caution! condor-jobs can’t access .bashrc and use the aliases! 

12

What is .bashrc?

example aliases from 
my .bashrc
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● files ending in .sh
● contain list of commands that are executed in one shell via source script.sh
● practical for repetitive tasks, can grow quite complicated
● available keywords/commands

○ if, else, break, while, …
○ cd , ls, echo, pwd, touch, …
○ functions
○ if… then… else…, case, loops, …

● Shebang: first line instructing to use bash, usually: #!/bin/sh
○ you can also use #!/<path/to/python> to use python code in the script
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Bash scripts 1: Basics

executing a simple 
bash script
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● variables
○ = definition
○ $ access
○ Attention! Spaces and tabs change the code!

● arrays
○ array=(value1 … valueN) initialize
○ ${array[0]} access singular element
○ ${array[*]} access all element

● addition, subtraction, multiplication, division
possible for integers
○ for floats/doubles: use external programs, eg. python

● loop options: if, else as usual
○ fi: closes if statement
○ then: in combination with if
○ do: in combination with loops
○ done: ends a loop
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Bash scripts 2: Advanced options
spaces in bash 
scripts matter

examples for usage 
of loops and if cases
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● arguments can be passed to bash script
○ could make them more adaptive eg. to pass paths
○ $$ values of arguments
○ $#  number of arguments

Other ways of executing scripts:

● ./script.sh
○ executes script in a new shell andpastes output to previous shell

-> only .bashrc loaded, previously defined variables not available
○ needs execution rights on script (run chmod u+x script.sh)
○ shebang is required to make clear which shell should be used

● bash script.sh
○ executes script in new bash
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Bash scripts 3: Arguments and execution

shell script with 
arguments
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● powerful tool, practical for different tasks, but slightly cryptic
● current status:

○ many scripts already out there that you can adapt for your needs
○ … or use chat GPT to write them

● sometimes more useful to write python scripts

16

Bash scripts: Overview

example from Aaron
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● cat <file>
○ prints total file 

● head <file>
○ prints first 10 lines
○ -n: specify how many lines

● tail <file>
○ prints last 10 lines
○ -n: specify how many lines

● grep <string> <file>
○ find lines in files with specific string
○ -i: case insensitive
○ -R: recursive (search multiple files)
○ -A, -B: give A (b) previous(subsequent) lines

● du -sh <file or directory>
○ show size of file/directory
○ Useful command! Sometime you might reach your quota limit! 
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Bash commands 6: Inspecting files

using grep to find specific 
string in all files in a directory
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● shows all shells that are currently running on this machine
○ TTY: shell name
○ IDLE: time since last input in the shell
○ JCPU: CPU-time for shell (not precise)
○ PCU: which process is running (not precise)

● before rebooting your machine, check if someone else is working there!
Or if it randomly gets very slow…
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What is w?

running w to find all running 
shells on arrakis
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● ssh connection based on data exchange
-> issues when Internet cuts, laptop lid is closed, …
○ broken pipe errors common, running processes are killed with ill-defined 

behavior
● tmux new -s <mysession> start a new tmux session called mysession
● tmux kill-session -t <mysession> kill session called mysession
● tmux a -t <mysession> attach session called mysession
● CTRL+b d detach current session
● CTRL+b w session and window preview
● CTRL+b c create new window
● …
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Permanent ssh connection: tmux
tmux Cheat Sheet:
https://tmuxcheatsheet.com 

https://tmuxcheatsheet.com
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● screen -S <mysession> start a new screen session called mysession
● screen -ls list active screen sessions
● screen -x attach a running session
● screen -r <mysession> attach running session called mysession
● screen -d <mysession> detach a running session
● CTRL+a d detach from current session
● CTRL+a : exit screen
● …
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Permanent ssh connection: screen (alternative)
screen Cheat Sheet:
https://gist.github.com/jcto
sta/af918e1618682638aa82  

tip: add this to your .screenrc to 
enable scrolling in screen sessions

https://gist.github.com/jctosta/af918e1618682638aa82
https://gist.github.com/jctosta/af918e1618682638aa82
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● CTRL+C
○ copy

● CTRL+V
○ paste

● CTRL+d
○ close terminal

● CTRL+c
○ terminate process (SIGINT)

● CTRL+z
○ suspend process (SIGTSTP)
○ could restart process at a later time
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Terminal hotkeys
GNU termination signals Cheat Sheet:
https://www.gnu.org/software/libc/manu
al/html_node/Termination-Signals.html  

https://www.gnu.org/software/libc/manual/html_node/Termination-Signals.html
https://www.gnu.org/software/libc/manual/html_node/Termination-Signals.html
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● Nobody knows all commands, you learn piece-by-piece and you can look things up
● useful to look at cheat sheets
● What you should take away from today

○ shell scripts are very useful for repetitive workflows, but a bit tricky
○ many are already available online or can be written with help from Chat GPT,

but for this you need to know what is possible!
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Overview
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● Try out the following things freely
○ try writing a bash script to create directory structures
○ look at the cheat sheet commands, try them out and understand them
○ use to ssh-shells to test out these commands: w, htop
○ run a tmux or a screen session, where you log in and out 

Feel free to ask us anytime! 
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Exercise 2: Bash scripting


